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Critical Messaging Association

Principles of secure communication,
functional even in critical situations

A — Twelve principles of secure communication

1. Critical messaging is becoming increasingly important. The last
five years have shown this once again. Hurricanes in many
parts of the world, acts of war even in areas of Europe that we
could not have imagined.

A - Twelve Principles of

secure communication 2. Relying only on common services and infrastructures that are

widely available to private customers is not nearly enough and

. is not state of the art. Anyone who relies only on one (for

B - What happend last ' example cellular telephony) communication service is not

years. Learnings for critical taking their economic, technical and legal responsibility

messaging seriously enough.

3. Critical applications depend on particularly high availability, on
C - Some offers of CMA the last percentages and fractions of percentages. After all,
members: Overview and communication should work precisely when nothing else

areas of application works.

4. Only independent multiple communication services make high
D - Some sources and links availability possible and affordable. Using only one
infrastructure does not solve the problem.

5. Ideally, and in the absence of any crisis situation, people will
become accustomed to constant availability and the best
convenience and quality. This is bad for crisis preparedness.

6. Pursuing trendy terminology can sometimes result in poor
choices regarding resource selection. Consider how individuals
in the 1920s might have perceived railroads as outdated forms
of transportation. Fortunately, the popularity of airships (up
until 1929) didn't lead to the neglect of railway infrastructure,
despite it seeming "out of style."
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7. Broadband is nice. Availability is more important. Trying to prevent creative solutions by planning
the probability of failure leads to high prices, disillusionment and frustration.

8. Hybrid solutions are state of the art. From independent services. Joined together at the ends in
software and hardware. Voice and data, broadband and narrowband must be combined to provide
a complete communications solution.

9. Backward compatibility and advance planning for possible outages are particularly important for
ensuring investment protection and facilitating a seamless transition in the future.

10. Companies with close customer proximity have been active in the SME sector for decades. They
do not keep up with the latest fashions but add innovations in a targeted manner without wanting
to move users away from secure solutions at great expense and risk.

Our members don't chase the latest trends but instead carefully introduce new features, making
sure not to push users towards costly and risky alternatives to their proven solutions. Their distinct
approach is marked by a keen attention to societal and customer needs.

11. They are characterized by their special responsiveness to societies’ and customers’ needs.

12. Existing solutions have proven themselves and are suitable for the requirements. Often based on
alternative infrastructure. Existing infrastructure and services, therefore expensive to replace - if
at all possible - with other solutions. Proven and independent offerings are important

B - What happened last five years. Learnings for critical messaging

Over the past five years, we've encountered significant lessons that underline the importance of a
robust critical messaging infrastructure for emergency situations.

Recall the hurricanes, particularly Helene, which left us without cellular mobile communication for
five days or more. Then there's the flood in Germany's Ahrtal (Ahr valley), where over 130 people lost
their lives.

The alerting and warning systems were partly ineffective due to the outages of lines between radio
sites, which were compromised by water damage.

These events highlight the critical need for resilient and reliable communication systems to ensure
timely warnings and efficient coordination during disasters, thereby saving lives and minimizing
chaos.
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C - Some offers of CMA members: Overview and areas of application

Grouping Key Information:

— Member Details (Member Name, Continent, UK, Governmental)
Operations (Operators, Dealer, Operator)
Consulting & Software (Consultant, Software)
Infrastructure & Technology (2nd Infra, Cellular, Apps/Hybrid, loT)
Services Provided (Paging, Voice)

Member Name Continent | Country | Govmtl | Operators Dis;::r::" | consuttant | 2ndnfra I::;Si‘d loT | Paging | Voice | Manufacturer
Dway EU BE v v'< |V V|V

Astrid EU BE v v v’ v v |V

American Messaging AM Usa \/ v \/ v v

Critico EU UK/IE v v v VARV ARV

Call System Technology EU UK v V| V|V

e*Message EU DiF v Vv v v |

Flash EU BE/NL v ' |V

Generic EU SE v Vv v

Pagers Direct EU UK v v

Prism IPX AM usa v, VvV WV Vv
Notruf EU A v v v v v | VvV

Multitone EU UK/Int'L v v v |V

Radia Activity EU Mmint'l v v v’ v
Scope EU UK v v v
STIEngineering Al ARt v v |V v
Swissphone EU CHint'L v v v v v | VOV v
TC Promotion EU CHAN'L v

Technolution EU NL/Int'l v v v~ | v
TPL Systémes EU Fint'l v v v | V|V v
Vitalcare AU AU v

Among the offerings (examples):

e End devices (terminals) designed for secure and reliable wireless communication.

¢ Nationwide dedicated paging networks (NP2M, as defined by ETSI and CEPT), licensed by
national regulatory authorities for mobile networks.

¢ Hybrid-oriented solutions, combining multiple independent transmission technologies.

¢ Smartphone-based applications that integrate various independent network services under a
unified, software-driven platform for the user.

¢ Infrastructure for messaging, warning, and alerting, capable of creating standalone networks
providing services independent of others.

¢ Control center solutions and similar applications.

o etc.
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D - Some sources and links

e CMA Homepage: https://bit.ly/CMA Page

e Standards: https://bit.ly/CMA Hstandards

e  White Papers: https://bit.ly/CMA WPhome

e CMA on LinkedIn: https://bit.ly/CMA WPhome

e CMA on X (formerly Twitter): https://bit.ly/CMA X account

e YouTube (Learning Videos): https://bit.ly/CMA Youtube

CONTACT:

Critical Messaging Association (CMA):
Via CMA Homepage (Contact): https://critmsg.org/contact-cma
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